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Top Stories 

• Portions of Highway 60 and businesses within a half-mile of Santie Wholesale Oil in 
Sikeston, Missouri were evacuated for several hours July 13 after a fire caused hundreds of 
propane cylinders to explode. - KFVS 12 Cape Girardeau (See item 1) 

• Bank and police officials confirmed July 12 that ATM skimming devices were discovered 
at six Sunflower, INTRUST, and Fidelity Bank locations in Wichita and two Sunflower 
Bank locations in Salina. - Wichita Eagle (See item 6) 

• A Naples man pleaded guilty July 13 to an investment fraud scheme in which he allegedly 
used false assurances and fake documentation to solicit over $7 million from about 96 
investors. - Fort Myers News-Press (See item 7 ) 

• Adobe released patches addressing two critical use-after-free vulnerabilities in 
ActionScript 3 revealed in data dumped from a recent breach of the Italian surveillance 
software company Hacking Team. - Threatpost (See item 16 ) 
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Energy Sector 



1. July 14, KFVS 12 Cape Girardeau - (Missouri) Sikeston oil fire still too hot for 
investigators to determine cause. Portions of Highway 60 and businesses within a 
half mile of Santie Wholesale Oil in Sikeston, Missouri were evacuated for several 
hours July 13 after a fire caused hundreds of propane cylinders to explode. No civilian 
injuries were reported, and an investigation into the cause of the fire began July 14. 
Source: http://www.wtvm.com/storv/29534370/hwv-60-re-opens-after-large-fire-in- 
sikeston 

2. July 14, WRTV 6 Indianapolis - (Indiana) Thousands without power in central 
Indiana following Monday storms. More than 58,000 Indianapolis Power & Light 
and Duke Energy customers were without power after severe storms hit Central Indiana 
July 13. 

Source: http://www.theindvchannel.com/weather/20000-without-power-in-central- 
indiana-following-first-round-of-monday-storms 

3. July 14, Associated Press - (West Virginia) Storms leave more than 29,000 in W. 

Va. without electricity. Appalachian Power crews were working to restore service to 
29,000 customers in southern West Virginia following severe thunderstorms July 13. 
Source: http://www.wvah.com/template/inews wire/wires.regional.wv/224a3d29- 
www.wvah.com.shtml#.VaUI.t lVhBc 

4. July 13, California Air Resources Board - (California) Tesoro Corp. fined $1 million 
for violating California’s gasoline regulation. The California Air Resources Board 
announced July 13 that over $1 million in fines were paid by Tesoro Corporation for 4 
violations of California’s fuel requirements over a period of 52 days. 

Source: http://www.arb.ca.gov/newsrel/newsrelease.php?id=742 

Chemical Industry Sector 

Nothing to report 

Nuclear Reactors, Materials, and Waste Sector 

Nothing to report 

Critical Manufacturing Sector 

5. July 13, U.S. Department of Labor - (Texas) With long history of violations, El Paso, 
Texas, company faces more than $321K in Federal fines. The Occupational Safety 
and Health Administration issued El Paso-based D&D Manufacturing Inc., July 13 with 
13 citations for exposing workers to amputations and other serious injuries from unsafe 
machinery, among other violations. Proposed penalties exceed $321,000. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=28260 



- 2 - 



Defense Industrial Base Sector 



Nothing to report 

Financial Services Sector 

6. July 14, Wichita Eagle - (Kansas) More ATM skimmers found in Wichita, at three 
Intrust Bank locations. Bank and police officials confirmed July 12 that ATM 
skimming devices were discovered at six Sunflower, INTRUST, and Fidelity Bank 
locations in Wichita and two Sunflower Bank locations in Salina in July. Authorities 
believe the suspects are part of an organized gang. 

Source: http://www.kansas.com/news/local/article27172321.html 

7. July 13, Fort Myers News-Press - (Florida) Naples man pleads guilty to $7M wire 
fraud scheme. A Naples man pleaded guilty July 13 to an investment fraud scheme in 
which he allegedly used false assurances and fake documentation to solicit over $7 
million from about 96 investors, which he used to pay other investors and diverted for 
personal expenses. 

Source: http://www.news-press.com/storv/news/crime/2015/07/13/naples-man-pleads- 
guilty-to-7m- wire-fraud-scheme/30090453/ 

8. July 13, Reuters - (New York) Ex-NY Assembly speaker’s son-in-law admits to 
defrauding investors. The co-owner of New York-based Allese Capital LLC pleaded 
guilty July 13 to operating a Ponzi scheme in which he allegedly defrauded investors 
out of almost $6 million from 2007 - 2014 by soliciting securities investments, only a 
portion of which he actually invested, while using the rest to repay other investors and 
for personal expenses. 

Source: http://www.reuters.com/article/2015/07/13/usa-new-york-silver-fraud- 
idUSL2N0ZTlZ820150713 

Transportation Systems Sector 

9. July 13, Cincinnati Enquirer - (Kentucky) Flights resume at CYG after power 
outage. Both arrivals and departures resumed normally at the Cincinnati/Northem 
Kentucky International Airport July 13 after power outage in the Federal Aviation 
Administration tower caused more than 50 departures and nearly 70 arrivals to be 
delayed for as long as 2 hours. 

Source: http://www.cincinnati.com/storv/news/2015/07/13/cvg-delays-cincinnati- 
airport-northern-kentuckv/30 1 04345/ 

10. July 13, WCBS 2 New York City - (New Jersey) Route 17 lanes in Paramus reopen 
after car crash knocks down utility pole. A stretch of Route 17 in Paramus was 
completely shut down overnight July 13 after a car crashed into a utility pole and 
caught on fire. No injuries were reported and crews are working to clear the scene. 
Source: http://newvork.cbslocal.com/2015/07/13/paramus-utilitv-pole-car-crash/ 
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For another story, see item 1 

Food and Agriculture Sector 

11. July 14, Food Safety News - (National) Recall expanded of frozen, raw stuffed 
chicken products. Barber Foods, a Portland, Maine establishment, expanded its recall 
July 13 to 1.7 million pounds of frozen, raw stuffed chicken products due to possible 
salmonella contamination. The product was produced from February - May and 
distributed to Sam’s Club nationwide. 

Source: http://www.foodsafetynews.com/2015/Q7/barber-foods-recalls-kiev-stuffed- 
chicken-for-possible-salmonella-contamination/#.VaUKt lVhBc 

12. July 13, U.S. Food and Drug Administration - (California) Nectar Foods, Inc. issues 
allergy alert on undeclared almond in CocoNoNut Cacao-Nectar Bar. The U.S. 
Food and Drug Administration reported July 10 that Nectar Foods, Inc., a Portland, 
Oregon establishment, is recalling 300 CocoNoNut CaCao-Nectar Bars due to an 
undeclared almond allergen. The product was shipped to retail stores in California. 
Source: http://www.fda.gov/Safetv/Recalls/ucm454653.htm 

Water and Wastewater Systems Sector 

13. July 14, Brunswick News - (Georgia) Lift station failure causes spill. A main breaker 
failure at the Joint Water and Sewer Commission Life station on St. Simons Island 
caused an estimated 3,500 gallons of wastewater to spill into a storm drain system that 
led to a catch basin July 1 1 . Crews cleaned the scene with lime and will continue to 
collect sampling in the area of the spill. 

Source: http://www.thebrunswicknews.com/news/local briefs/lift-station-failure- 
causes-spill/article 8bcf8dc2-e0c4-5d5a-88ac-e2cl340c09a6.html 

For another story, see item 18 

Healthcare and Public Health Sector 

14. July 13, HealthITSecurity - (Massachusetts) Mass, hospital hit with $200k OCR 
HIPAA settlement. The U.S. Department of Health and Human Services Office for 
Civil Rights announced July 13 a $218,400 settlement with Brighton, Massachusetts- 
based St. Elizabeth’s Medical Center in response to potential security violations 
stemming from a 2012 complaint citing internet -based document sharing applications 
used by employees to store sensitive information of nearly 500 patients. 

Source: http://heaMritsecuritv.com/news/mass.-hospital-hit-with-200k-ocr-hipaa- 
settlement 



Government Facilities Sector 

15. July 13, Grand Forks Herald - (Minnesota) School bus crash near Granite Falls 
injures 16. Minnesota State Patrol officers are investigating the cause of a head-on 
collision involving a school bus on U.S. Highway 212 July 13 which injured 16, 
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including 11 young children being transported from the Tri- Valley Opportunity School 
to a Head Start Migrant Education Program in Danube, Minnesota. 

Source: http://www.grandforksherald.com/news/region/3796632-school-bus-crash- 
near-granite-falls-injures-16 

Emergency Services Sector 

For another story, see item 22 

Information Technology Sector 

16. July 14, Threatpost - (International) Flash Player update patches two Hacking Team 
zero days. Adobe released patches addressing two critical use-after-free vulnerabilities 
in ActionScript 3 revealed in data dumped from a recent breach of the Italian 
surveillance software company Hacking Team. Both flaws allowed an attacker to use a 
Web site hosting the exploit to completely take over an affected system. 

Source: https://threatpost.com/flash-plaver-update-patches-two-hacking-team-zero- 
davs/1 13776 

17. July 13, Threatpost - (International) Kaseya patches two bugs in VSA IT 
management platform. Kaseya patched two flaws in its VSA IT management 
platform, including open redirect vulnerability in which an unauthenticated attacker 
could redirect users to sites with malicious content, and a path traversal bug in which 
an authenticated attacker could use a specially crafted Hyptertext Transfer Protocol 
(HTTP) request to traverse directories and download arbitrary files. 

Source: https://threatpost.com/kaseva-patches-two-bugs-in-vsa-it-management- 
platform/1 13760 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 



Communications Sector 

Nothing to report 

Commercial Facilities Sector 



18. July 14, KBOI 2 Boise - (Idaho) Water main break leaves Grove Hotel without 
water. An Idaho United Water official reported July 14 that a 37-year-old water main 
in Boise failed and flooded surrounding areas, prompted area evacuations, and cut off 
water supply to the Grove Hotel, July 14. Crews are currently working to repair the 
pipeline. 

Source: http://www.kboi2.com/news/local/Water-main-break-leaves-Grove-Hotel- 
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without-water-3 1485909 1 .html 



19. July 13, WJXT 4 Jacksonville - (Florida) Fire rips through condos leaving dozens 
homeless. The Timberwalk Court complex in Ponte Vedra Beach sustained extensive 
damage following a July 13 fire that left 30 families displaced and destroyed 20 units. 
Fire crews remained onsite for several hours battling the flames. 

Source: http://www.news4iax.com/news/fire-causes-evacuation-at-timberwalk- 
apartments/34 127358 

20. July 13, OregonLive.com - (Oregon) Firefighters battling large apartment fire on 
Southeast 121 st Avenue. A 2-alarm fire displaced 29 residents at the Hidden Court 
Apartments in Portland after the flames spread to the second floor of the 70-unit 
complex July 13. The cause of the fire is unknown and 4 residents, 1 with life-threating 
wounds, were injured in the incident. 

Source: 

http://www.oregonlive.com/portland/index.ssf/2015/07/firefighters battling large ap.h 
tml 

21. July 13, KABC 7 Los Angeles - (California) Brush fire erupts on State Route 241 
near Irvine Lake; campgrounds evacuated. A July 13 bush fire prompted the 
evacuation of up to 15 people at campgrounds near Irvine Lake, California. No injuries 
were reported and the cause of the fire is unknown. 

Source: http://abc7.com/news/brush-fire-erupts-on-state-route-241-near-irvine- 
lake/848365/ 

22. July 13, WNBC 4 New York City - (New York) 2 men stole over $1M in Long Island 
Jewelry Heist: police. New York police arrested 2 men July 1 1 after the men allegedly 
broke into a Long Island Tiffany and Company store and stole jewelry items worth 
over $1 million. No injuries were reported and the investigation is ongoing. 

Source: http://www.nbcnewvork.com/news/local/NY-Police-Arrest-Men-Tiffany-Co- 
Jewelry-Heist-Million-Dollars— 3 14757 1 4 1 .html 



Dams Sector 

Nothing to report 
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NTAS 
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NO ACTIVE ALERTS 
www.DHS.gov/alerts 



Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 



About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support@ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US -CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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